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What can I do to prevent Internet Banking Fraud?  
 
Although banks all over the world have learnt to be alert against attempts to commit fraud using a number of methods to 
lure people into disclosing information about their personal banking details, Internet Security remains a topic that is 
constantly discussed at International Forums. Al Baraka Bank applies the latest protection methods to ensure the integrity of 
your personal and banking information, however, there are a few important points to consider when using Internet Banking: 
 
Be aware of Phishing  
 
Sending forged e-mail, as if it is coming from your Bank, requesting personal banking or financial information is one of the 
most commonly used methods of obtaining information in a fraudulent way. Once replied to, the e-mail redirects the user to 
a forged web site which is designed to look exactly like the original banking site. The user is then asked to update certain 
information which is used by the fraudsters in various ways including executing transactions. 
Al Baraka Bank will never ask our clients to provide any form of information using e-mail as a communication tool and we 
urge our clients not to react on any such information that is illegally requested via an e-mail message. If requests like this 
are ever received by you, we will appreciate it if these incidents could be reported to Al Baraka Bank immediately. 
  
Identity Theft  
 
Identity theft occurs when a fraudster uses software such as Trojans and Key loggers to record keystrokes on a computer to 
decipher personal information about that user. This information is then used to access bank accounts to commit fraud. 
 
Al Baraka Bank wishes to emphasize the importance of using specialized software to protect your computer against spywares, 
Trojans and viruses. It is also advisable to use a personal firewall to prevent unwanted programs to access the Internet.  
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